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HNucTpykuus ais odyyaommxcsi no odecnedyeHn 0 HHPOPMaLMOHHOH 0e301acCHOCTH
NPH UCN0JIb30BaHUN ceTH «AHTepHeT» /51 pa3MellleHHusI B YueOHbIX Ka0uHeTax, B
KOTOPBIX OCyLIeCTBJsIeTCs1 A0CcTyN B ceThb « AHTepHeT»

C KaXJ1pIM r0JIOM MOJIOZIEKU B MHTEPHETE CTAHOBUTHCS OOJIBLIE, a IIKOJIBHUKHA OJHU U3
CaMbIX aKTHUBHBIX IOJb30Barened Pynera. Mexnay TeMm, IOMMMO OrPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HeceT U MpoOieMbl. DTa aMsATKa A0JKHA TOMOYb Tebe 6e3011acHO
HAaxXOJUTHCS B CETH.

KomnbrorepHbie BUPYChI

KoMnbroTepHslii BHPYC - 3TO Pa3HOBHJIHOCTb  KOMIIBIOTEPHBIX  IIPOTPaAMM,
OTJIMYUTENBbHON OCOOEHHOCTbIO KOTOpPOH SBJSIETCA CIIOCOOHOCTh K pa3MHOXeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WM TOJTHOCTBIO YHUUYTOXUTH Bce (Dailiibl u
JTaHHBIE, MOAKOHTPOJIbHBIE [10JIb30BATEN0, OT UMEHHU KOTOPOro OblIa 3alyllleHa 3apakKeHHas
IIporpamma, a TaKkXe INOBPEAMTh WM JaXe YHHUYTOXKUTh ONEPALMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B nesioMm. B GosbIIMHCTBE ciiydaeB paclpoCTPaHSIIOTCS BUPYChl Yepe3 HHTEPHET.

Mertoapb!l 3aUThI OT BPELOHOCHBIX IPOTPamMM:

1. HCHOHLSYﬁ COBPCMCHHBIC OIICPAaINOHHBLIC CHUCTCMbI, HMCIOIIUC CGpB@?»HLIﬁ
YPOBCHB 3allIUThI OT BPSCAOHOCHBIX ITPOrpamMm;
2. ITocTostHHO yCTaHaBHI/IBaﬁ nmaTau (I_II/I(i)pOBBIe 3aIlIaTKHU, KOTOPBIC aBTOMATUYCCKH

YCTAHABJIMBAIOTCS C IENBI0 J0pPa0OTKA TPOTPaMMBbI) H Apyrue OOHOBIICHHUS CBOEH
omnepanroHHol cuctembl. CkauMBail UX TONBKO ¢ oduimanpHOro caira pazpadorumka OC.
Ecnu cymecTByeT pekuM aBTOMaTHYECKOTO OOHOBIICHHS, BKITIOYH €T0;

3. Paloraifi Ha cBoeM KOMIbIOTEpE IIOJl MpaBaMM I[OJb30BaTels, a He
aJIMUHUCTpATOpa. OJTO HE  MO3BOJUT  OOJIBIIMHCTBY  BPEAOHOCHBIX  IPOTPaMM
MHCTaJUIUPOBAThCS HAa TBOEM MIEPCOHATIBHOM KOMITBIOTEPE;

4.  Hcmonb3yi AQHTUBHPYCHBIE MIpOTrpaMMHEIE MPOAYKTHI M3BECTHBIX
POM3BOIUTENEH, C aBTOMAaTUYECKHMM OOHOBIIEHHEM 0a3;

5. Orpanunyb pu3HUECKU JOCTYI K KOMIBIOTEPY AJIs IOCTOPOHHHUX JIMIL;

6. Hcnonb3yil BHENIHME HOCUTEIN HHPOPMALIUH, TaKue Kak (Iemka, TucK uin dai
U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (DAIIbI, TOJyYEHHbIE U3 HEHAIC)KHBIX UCTOUHUKOB.
Jlaxxe Te (paiinpl, KOTOpBIE MpHUCIIai TBOW 3HAKOMBIN. JlyuIie yTouHu y Hero, OTIpasJisil U OH
Tebe ux.

Ceru WI-FI

Wi-Fi - aT0 He BUI epeaun JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIHIIb OpeH 1, Mapka. Erie
B 1991 rony Hunepnanjackas kommnanus 3apeructpuponana opena "WECA", uro o603Hayano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs kak "6ecripoBoiHas TOYHOCTH .

Jlo Hamiero BpeMeHH Jomnia japyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW IKe
TexHosoruei. 3to abopesuarypa "Wi-Fi". Takoe HazBaHue ObLUIO 1aHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3ByKoBO TexHuku Hi-Fi, uTo B mepeBojie 03HavaeT "BbICOKass TOYHOCTH'.

Ja, OecruiaTHBIF MHTEPHET-IOCTYT B Kade, OTeIsIX U adporoprax sBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIX0J1a B HHTEpHET. HO MHOTHE IKCTIEPTHI CYMTAIOT, 4TO 00IIeA0CTYTHBIE Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMU.

CoBeTbl 110 6€30MmacHOCTH PabOoThI B 00111e10CTYTHBIX ceTssx Wi-fi:

1. He nepenanaii cBoro 1uuHyt0 HH(popMalmio yepes3 obmenoctynusie Wi-Fi cern.
PaboTast BHUX, KeNaTeIbHO He BBOAMUTH TAPOIH JIOCTYIIA, IOTHHBI M KaKHe - TO HOMepa;

2. Hcnonb3yit 1 OOHOBIISM aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem cambIM
ThI 00€30MacHuIllb ce0s1 OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢yHkumoo "OO0mmit goctyn x ¢aiinam u
npuntepam". JlanHas QyHKIMS 3aKpbITa IO YMOJYAHHUIO, OJHAKO HEKOTOPHIE IMOJIb30BATEIN
aKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe min y4eoe;

4. He wucnone3yit myomuunsiii WI-FI ans mepenaum NUYHBIX JaHHBIX, HapuMep
JUI BBIXOJIaB COLIMAJIbHBIE CETH MJIH B AJIEKTPOHHYIO MOUTY;



5. Hcnonwsyit Tonmbko 3amunieHHoe coequnenue uepes HTTPS, a ue HTTP, t.e. npu
Habope BeO-anpeca BBoaU UMeHHO "https:/";

6. B moOuasHOM Tenedore orkmoun Qyakmmio "TlogkmoueHne k- Wi-Fi
aBTomaruuecku". He mormyckail aBTOMaTu4eckoro MoJKIOYeHUsT ycTpoicTBa k cetsim Wi-Fi
0e3 TBOETro corjacusl.

ConuanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIIOJU Pa0OTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBan MUJLTHAP] YEIOBEK, UTO SIBJISETCS OJJHON CEIbMOM
BCEX KHUTeJNel MmiaHeThl. MHOTHe MoIb30BaTeNyu He MOHUMAIOT, YTO HH(pOpMaIHs, pa3MelleHHas
UMH B COLIMAIBHBIX CETSAX, MOXET ObITh HaiiJieHAa M MCIOJIb30BaHA KEM YrOJIHO, B TOM YHUCIIE HE
00s3aTeNnbHO ¢ OJIarMMH HaMEPEHUSIMH.

OcHOBHBIE COBETHI 110 O€30MaCHOCTH B COLUATBHBIX CETSX:

1.  Orpanuub cnucok apy3eil. Y TeOs B APY3bsIX HE JOKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOICH;

2. 3amumiail cBOI0 YacTHYIO KHM3Hb. He yka3biBali maposu, TenedoHsbl, ajapeca, 1aTy
TBOETO POXKACHUS U APYTYIO JUUYHYIO HHPOPMALIKIO. 3MOYMBIIIJICHHUKH MOTYT HCIIOJIb30BaTh
Jake nH(OPMAIIUIO O TOM, KaK Thl U TBOM POJAUTENH IIJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammumiaii CBOIO pemyTaIyio - IEPKU €€ B YUCTOTE M 33/aBail cebe BOMpOC: XOTel
OBl ThI, YTOOBI APYrUe MOJIH30BATENN BHUJIEIH, UYTO ThI 3arpyxaeus? [lomymaii, npexiae dyem
YTO-TO OMYOJIMKOBATh, HAIIKCATDh U 3arPy3UTh;

4.  Ecnu Tl TOBOPUIIb C JIFOJIBMU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE PEaTbHOe
UM U JPYTYIO JTHYHYI0 HHPOPMALIUU: UMsI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U Ipoyee;

5. UM3Geraii pasmemnienuss ¢otorpaduii B MHTEpHeTe, Tae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIIPEJIEIUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBLHOM CETH HEOOXOAHWMO HCIOJH30BaTh CIOXKHBIC
[apoJIM,CcoCTOALINE U3 OYKB U LIU(P U C KOJIMYECTBOM 3HAKOB HE MEHeEe §;

7. i conmualbHON CETH, MOYThl M JAPYrMX CaWTOB HEOOXOIMMO HCIOJIb30BaTh
paszubie mapoin. Toraa ecim Te0s B3IIOMArOT, TO 3JI0YMBIIUICHHUKH MOJTy4YaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIEeKTPOHHBbIE IeHbI'H

DNEKTPOHHBIE JEHbIU - 3TO OYEHb YIOOHBIN CIIOCO0 MiaTexel, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE €HBI'M MOSBUIMCH COBCEM HEJAaBHO MU MMEHHO M3-3a 3TOI'O0 BO MHOTHUX
rocyapcTBax O CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YHKIIMOHUPYIOT U O HUX YK€ IIPOMUCAHO B 3aKOHE, TJI€ UX Pa3JIeNsIIOT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HNIIa B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTOpBIX pa3periaeTcss MpOBOJUTH Olepaluuu 0e3 WACHTHU(HUKAIMK I0JIb30BaTelNs, a B
HEaHOHHWMHBIX UACHTU(UKALIVS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxoke crieayeT pa3nuyaTh 3JIEKTPOHHBIE (UATHBIE JEHbIH (PaBHbBI FOCYAapPCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbIM (HE paBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcCHOBHBIE COBETHI IO 0€30MaCHOM PabOTE C HNEKTPOHHBIMH JEHbIAMHU:

1.  TlpuBsku K cueTy MOOUIIBHBIN TenedoH. ITO caMblil yJOOHBIN M OBICTpPBIN CI1OCOO
BOCCTAaHOBUThH JOCTYH K cuery. [IpuBsi3aHHBIN TenedoH MOMOXET, eciau 3a0ynaellb CBOM
MJIATEKHBIN MapOJIb WU 3aienIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHopaszoBele naponu. [locie nepexosia Ha yCUIICHHYIO aBTOPHU3ALIUIO
Tebe y)xe He OyJeT yrposkaTh OIMACHOCTh KPaXKU WIIM MiepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxusiit mapoins. [IpecTynmHukam OyzneT He MPOCTO yrajiaTh CIOXKHBIN
naposib. Hane)xHele maposid - 9TO TMapoyid, KOTOpPhIE COJepKaT He MeHee 8 3HAaKOB U



BKJIIOYAIOT B ce€0Sl CTPOYHbIE W MPOMUCHBIE OYKBBI, HU(PH U HECKOIBKO CHMBOJIOB,
TaKHe KaK 3HaK JoJuiapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4.  He BBOJM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBHIM HE JJOBEPSICIIIb.

DJIEeKTPOHHAA MOYTA

DJEeKTPOHHAs MOYTA - ATO TEXHOJIOTUS M IPEJOCTABIISIEMbIE €10 YCIYTH I10 MEPECHUIKE U
MIOJTYYCHHUIO DJICKTPOHHBIX COOOIICHUH, KOTOpPBIC PACIPEIENISIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO ~ AJIEKTPOHHBIA  TOYTOBBIA  SAIIMK  BBITJSAUT — CICAYIOIIMM  00pa3oMm:
UMs_TIOJIb30BATEIA(@UMsSI_JOMeHa. Takke KpoMe TIepelayd IPOCTOr0 TEKCTa, HMEETCS
BO3MOKHOCTb ITepeiaBaTh (paiibl.

OcHOBHBIE COBETHI 110 0€30MaCHON padoTe ¢ MEKTPOHHOM OYTOM:

1. Hano BbIOpaTh IpaBWIbHBIN IOYTOBBIA CEpBUC. B HMHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JY4ILIE JOBEPATh TEM, KOI'O 3Haellb U KTO
IIEPBBII B PEUTHUHTE;

2.  He yka3biBaii B IMYHOM MOYTE JIMUHYIO HHGOpManuio. Hampumep, rydiire BEIOpaTh
"My3bIKanbHbIN _(aHat@" umn "pox2013" Bmecto "Ttemal3";

3. Hcnonp3yil NIBYX3TalHyH aBTOPHU3AIMI0. DTO KOrJa IMOMHUMO Iapojs HY>KHO
BBOJIUTH KOJI, IPHUChLIaeMbIil 1o SMS;

4. BeiOepu croxxHbIi maposb. [ KaXa0ro NoYTOBOrO SIIMKA JOJKEH ObITh CBOM
HaJCKHBIH, YCTOWYUBBIN K B3JIOMY I1apOJIb;

S. Ecin ecTb BO3MOKHOCTb HalIUCaTh CAMOMY CBOM JIMYHBII BOIIPOC, UCIIOJIB3YH ATy
BO3MO>KHOCTb;

6. Hcnonp3yil HECKOJIBKO IOYTOBBIX AIIMKOB. [IepBbIi UIsl 4acTHOM MEPENUCKHU C
ajZipecaTamMH, KOTOPBIM ThblI JOBEpsi€lllb. JDTO 3JEKTPOHHBIM aJpec HEe HaJ0 UCIOJIb30BaTh NpU
perucrpanuu Ha Gopymax u caiTax;

7.  He otkpeiBaii (paiiisl U Apyrue BIOKEHHUS B MHUCbMaX, Aa)Ke €CIIM OHU MPUILIH OT
TBOMX Jipy3el. Jlyuiie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (aiiibl;

8. Tlocne oxoHuanus pabOTHI Ha TMOYTOBOM CEpPBUCE IEPE]] 3aKPHITHEM BKIIAIKHU C
caifTom He 3a0y/p HaXaTh Ha "BeridTu".

Ku0epOyinHT WiIiM BUPTYaIbHOE H31EeBaTeIbCTBO

KI/I6ep6y.]'IJ'II/IHF - [OpeCiICAO0BAHUC COO6I_I_ICHI/I$IMI/I, COJCprKallluMn OCKOp6J'IeHI/I}I,
arpeCcCuro, 3allyruBaHue; XyJIMraiCTBO, COOUAaJIbHOC 60fIKOTHp0BaHH€ C IOMOIIBIO pa3JINIHbIX
HHTCPHETCCPBUCOB.

OcHoBHbIE COBETHI 10 00pbOE ¢ KNOEPOYIITMHIOM:

1. He 6pocaiics B 60ii. JIyummmuii cioco6: mocoBeToBaThcs Kak ce0sl BECTH U, €CIIA HET
TOr0, K KOMy MOXHO OOpaTHThCS,, TO BHadajie YCIIOKOMThbCS. Eciau Thl HauHeUIb OTBEYaTh
OCKOPOJIEHUSIMU HA0CKOPOJIEHHUS, TO TOJIBKO ellle OOJIbIIe Pa30XIKelllb KOH(IUKT;

2. YnpaBnsii cBoel KuOepperyTanuei;

3. AHOHUMHOCTB B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOMT 32
AHOHMMHBIM aKKayHTOM;

4.  He crouT BecTu XylIMraHCKHI o0pa3 BUPTyalbHOMU Xu3HU. VIHTepHET PUKCHpyeT
BCE TBOM JICHCTBUS U COXpPAHSET UX. Y TAIUTh UX OYIET KpailHe 3aTPyIHUTEIHHO;

5. CoOmronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enuHWYHBIN HeratuB. OJHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHHUS
JTydie urHopupoBath. OOBIYHO arpeccus MpeKpalaeTcss Ha HayaiabHOM CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOILEHUSIMH, B
COLMANIBHBIX CETSX €CTh BO3MOXHOCTh OJIOKMPOBKH OTHPAaBKHU COOOIIEHUH C ONpeeeHHbIX
aJpecoB;

8. Ecmu 1B cBuuerens kuOepOyminuHra. TBou AeHCTBHS: BBICTYIUTH IPOTUB
IIpECIIEI0BaTENS,10Ka3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HETATUBHO, MOJAEPXKATbh
KEpPTBY, KOTOpPOH HYKHAICUXOJIOTUYECKas IIOMOIb, COOOIIUTH B3POCIBIM O (haKTe
arpecCUBHOIO IOBEJEHUS B CETH.

MoOnJbHbI Tes1eoH

CoBpemeHnHble CMapT(OHBI M TUIAHIIETHI CoJepkKaT B ceOe BIIOJHE B3POCHBIN
(GyHKLIMOHAT, U TeHepb OHU MOTYT KOHKYPHPOBAaTh CO CTAI[MOHAPHBIMU KOMIIBIOTEPAMHU.
OnHako, CPeACTB 3aIIUTHI JJI MOJOOHBIX YCTPOWCTB MOKa OY€Hb Mayio. TecTUpOBaHHE U



MOWCK YS3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak Jytst [1K, To ke camoe
KacaeTcsl 1 MOOMJIbHBIX MPHUIIOKEHUH.

CoBpeMeHHbBIE MOOHITbHBIE Opay3ephl YKe MPaKTUIECKH JOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacliupeHue (PyHKUIHOHAla BieYeT 3a COOOW OOJBIIYI0 CIOKHOCTb M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JIJISl CBOUX YCTPOMNCTB.

OCHOBHBIE COBETHI JIs 06€30MIaCHOCTA MOOMIIBHOTO Telle(hOHA:

Hudero ne siBisiercst mo-HacTosimeMy OecruiaTHBIM. byas ocTopoxeH, Beqib Koraa Tede
npeiaraT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE - TO IJIATHBIC YCITYTH;

Hymaii, npexae yeM otnpaButb SMS, ¢poro muam Bumeo. Tel TOYHO 3HACIIB, TIAC OHU
OyIyT B KOHEYHOM UTOre?

HeoOxomuMo ~ OOHOBISTH ~ OMEPAlMOHHYIO ~ CHCTEMY  TBOETO
cmaptTdoHna;Mcnonp3yil  aHTHBHPYCHBIE TPOTPaMMbI  JUISI  MOOMIIBHBIX
TenedOHOB,;

He 3arpyxaii npuiio)keHus OT HEM3BECTHOIO HWCTOYHMKA, BEIb OHHM MOTYT
COJIepKATbBPEIOHOCHOE IPOTrPAMMHOE 00ECIIEUEHHUE;

[Tocne Toro kak Thl BBIMJENIb C caldTa, IJ€ BBOAWI JHYHYIO HH(POpMAIUIO, 3aiiiu B
HACTpOIiku Opaysepa u ynanu cookies;

[Tepuognueckn npoBepsi, Kakue IJIAaTHBIE YCIYyTM aKTHMBUPOBAaHbl Ha TBOEM HOMEDE;
JlaBaiicBoil HOMep MOOMJIBHOrO Teje(oHa TOIBKO JIIOJSAM, KOTOPHIX Thl 3HAaellb U KOMY
JIOBEpSICILb;

Bluetooth momxen ObITH BBIKIIOYEH, KOTAAa Thl UM HE NONb3yelibcs. He 3a0biBaii
MHOTJAPOBEPATH ITO.

Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBl - 3TO KPAaco4yHbIE, 3aXBaThIBAIOIIME pPa3BJICUCHUS,
00BbEeIMHSIOIINE COTHU THICSY YEJIOBEK 10 BceMy MUpyY. Irpoku ncciieayroT JaHHbIM UM Mup,
00LIa0TCs IPYT C JPYTOM, BBIIIOJIHAIOT 3a/1aHNUs, CPAXKAKOTCSl C MOHCTPAMU U MOJIY4atOT OIBIT.
3a y/l0BOJIBCTBHE OHM IIATAT: MOKYIAIOT AMCK, OIIAYMBAIOT AOOHEMEHT WIJIM MPHOOpETaroT
KaKHe-TO OIIUH.

Bece atm cpenctBa uMAyT Ha MOAJAEpKAHME W Pa3BUTHE HIPHI, a TaKXKE Ha camy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBl ABTOPH3ALlMU, BBIIYCKAIOTCS HOBBIE MAaT4U
(un¢poBbIe 3aIIATKU AJIS IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no100HbBIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KpaykKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLMK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI 10 OE30MACHOCTH TBOETO UTPOBOI0 AKKAYHTA:

1. Ecmum pgpyroit urpok BenmeT cebsl IUIOXO MM CO3/1aeT Tebe HEeNpUSTHOCTH,
3a0JIOKUPYH €r0 BCIIUCKE UTPOKOB;

2. Tloxanyiics agMMHUCTpAaTOpaM HIpbl Ha IJIOXO€ IOBEIEHUE ATOr0 WIPOKa,
JKEJIaTeIbHOIPHIOKUTh KAKHE-TO J10Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3bIBail nuuHyto nHdopMaIuio B mpogaiiie urpsl;

4.  YBaxail Apyrux y4acTHUKOB I10 UTPE;

5. He ycranapnuBaii HeopuaabHble TATYU U MOJIBI;

6. Mcrmonp3yii CIIOKHBIC U pa3HBIE TTAPOITH;

7 Jlaxxe BO Bpems UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpyC. Iloka Thl Wrpaems,
TBOMKOMITBIOTEP MOTYT 3apa3UTh.

@OUIIMHT UM KPa’ka JUYHBIX JaHHbBIX

OObIyHON Kpaxell JeHer W JOKYMEHTOB CEroJIHA YK€ HUKOrO He YAMBHUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUIEHHUKH IIEPEMECTHIINCh B HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" 1€TIOM.

Tax mosiBUSIaCh HOBasl yrpo3a: HHTEPHET-MOILICHHUYECTBA UM (DUIIMHT, TJIaBHAs 11EJb
KOTOPOTO COCTOUT B MOJYYEHUH KOH(UICHIMAIBHBIX TAaHHBIX I0JIb30BATENEH - JIOTUHOB U
napouieii. Ha anrnmuiickom si3bike phishing uuraercs kak ¢ummnr (ot fishing -



pBIOHAs JIOBJISA, PasSWord - maposib).

OCHOBHBIE COBETHI 110 60PHOE ¢ PUIITHHTOM:

1. Cueau 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaeib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO He00X0AUMO 3a0JIOKMPOBATh €€ U COOOILUTh aIMUHUCTPATOPaM pecypca 00 3ToM
KaK MOKHO CKOpee;

2.  Ucnonw3yih Oe3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-Mara3uHoB U
TIOMCKOBBIXCHCTEM;

3. Hcnomnw3yii crnokHble U pazHble napoau. Takum o0pazom, eciau TeOs B310MAKOT, TO
37I0YMBIIIICHHUKH MTOyYaT AOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecimu Tebst B3IOMaiM, TO HEOOXOAMMO IpPENylNpeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OABJIEHBI y TEOS B APY3bsX, O TOM, YTO TEOS B3JIOMAJIU M, BO3SMOXHO, OT TBOETO
UMEHHU Oy/IET pacchUIaThCs CllaM M CChIJIKU Ha (DPUILMHIOBBIE CAalThI;

5. Ycranosu HanexHbid napoib (PIN) Ha MOOUIIBHBIN TenedoH;

6. Ortkimoun coxpaHeHue napos B Opaysepe;

7. He otkpsiBaii paiiabl U Apyrue BIOXKEHUS B MUCbMaX, Ja)Ke €CJIM OHU IMPUILIN OT
TBOMX Jipy3ei. Jlyuie yrouHu y HUX, OTIIPABIISUIH JIM OHU TeOe 3TU (ailibl.

Iundposas penyrauus

[udposas pernyranus - 3T0 HEraTUBHAs MM NO3UTUBHAs MHGOpMalLUs B CETU O Tebe.
Komnpomerupytromas nadopmanus, pa3MelieHHas: B UHTEPHETE, MOKET CEPhE3HBIM 00pa3omM
OTpa3UThCs HA TBOEH peanbHOM xu3HU. "L{udposas pemyranus" - 370 TBOM UMUK, KOTOPBIN
bopMmupyercs u3 uHpopMauu o0 TeOe B UHTEPHETE.

TBoe MecTO >KHUTENbCTBA, Yy4ueObl, TBOE (PUHAHCOBOE IOJIOKEHHE, OCOOEHHOCTU
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpocTKH JETKOMbICIEHHO OTHOCATCS K ITyOJIMKAIMK JMYHON MH(OpMaIuu B
WuTepHere, He MOHMMasi BO3MOKHBIX IOCIEACTBUNA. Thl Jjajke HE CMOXKEIIb 10rafaTbCsi O TOM,
4To (poTorpadusi, pazMelieHHas 5 1eT Ha3ajl, cTajla IPUYMHOM 0TKa3a IpUHATH Te0s Ha padoTy.

KommenTapuu, pasmemieHue TBoux Qortorpadhuii u Apyrue ACWCTBUS MOTYT HE
MCYE3HYTh [JaXe I0CJIE€ TOro, Kak Thl MX yAanuullb. Tbl HE 3Haellb, KTO COXPAHUI ITY
uH(pOpMalLMIO, ONANA JIM OHA B MIOMCKOBBIE CUCTEMbI U COXPAHUJIACH JIU OHA, a TJIABHOE: YTO
HOIYMAIOT O TeOe OKpPY’KaIOLIHe JIFO1, KOTOpble HalAyT M yBUIAT 3T0. Haiitu nndopmaruro
MHOTO JIET CIIyCTSl CMOXET JII00OH - Kak M3 J0OpbIX MOOYXIEHUH, TaKk U C HaMEpeHHEM
OPUYUHUTH Bpe. ITO MOKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3aIIUTe HU(POBON permyTaIiu:

1.  Tlomymaii, nmpexie yeM 4TO-TO MyOJMKOBaTh M mepenaBaTh y ceOs B Osiore miu
BCOIIMAJIBHOM CETH;

2. B mHactpoiikax mnpoduis yCTaHOBM OrpaHMYEHUS HA MPOCMOTP TBOETO
npoQuiIsi U €rocoJAePKUMOro, CAENal ero TOJIbKO "niist apy3ei”;

3. He pasmemaifi u He yka3blBall HH(POpPMALMIO, KOTOpas MOXET KOro-auoo
OCKOPOJISATH UITHOOUKATE.

ABTOpCKOE NIPaBO

CoBpeMeHHbIE IIKOJIBHUKM - AKTUBHBIE MOJb30BAaTENM LU(POBOTO MPOCTPAHCTBA.
OpHako J1ajeKo He BCE 3HAIOT, UTO MOJIb30BaHHE MHOIMMH BO3MOXKHOCTSIMHU LIU(pOBOro Mupa
TpeOyeT coOoAeHNs IPaB Ha HHTEIUIEKTYaIbHYIO COOCTBEHHOCTbD.

TepMuH "WHTENIEKTyandbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3jIMYHBIM TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HAUMHas C HOBBIX M300pEeTeHH 1 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTD
Ha TpPOAYKTHl W YCIyrd, W 3aKaHuuMBasg KHUTamu, ¢oTorpadusmMu, KUHOQUIBMAMHU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha HHTEUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JTUTEpaTypbl U UCKYCCTBA. ABTOPCKHE IIPpaBa BBICTYINAIOT B Ka4e€CTBE IapaHTHH TOTO,
YTO HWHTEJUIEKTYaJbHBIN/TBOPUECKUH TpyX aBTOpa He OydeT HampacHbIM, JacT €My
CIpaBe/UIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yjJbTaTaX CBOEro Tpyda, IOJIY4YUTh
U3BECTHOCTh M mnpu3HaHue. Hwuxkro 6e3 paspemeHus  aBropa HE  MOXET
BOCIIPOM3BOANTh €ro IpPOU3BEJIEHUE, PACIPOCTPaHITh, MYOJIWYHO JIEMOHCTPUPOBATH,
PO/1aBaTh, UMIIOPTUPOBATh, IIyCKaTh B IPOKAT, ITyOJIMYHO HCIIOJIHSATh, TOKA3bIBATh/UCIIOIHSATh
B 3(upe uinm pazmernats B IHTepHeTe.

Hcnonb3oBanue "MUpaTcKOro” MpOrpaMMHOTO OOECTEYeHUsST MOXKET NPUBECTH K



MHOTHM PHCKaM: OT TIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO YCTPOMCTBA,
TAC YCTAHOBJICHA HCJICTAJIbHAs IIporpamma. He crout Takxke 3a6LIBaTB, 4TO CYIICCTBYIOT
JeTaJIbHbIe ¥ OECIIaTHBIE MMPOTPaMMBbl, KOTOPBIE MOXXHO HAWTH B CETH.

O noprane

CereBuuok.pp - TBOW TJIaBHBIH COBETYUK B CETHU. 31eCh THl MOXEMIb Y3HATh O
0€30IIaCHOCTH B CETH MOHSTHBIM H JIOCTYITHBIM SI3bIKOM, @ TIPU BO3HUKHOBEHUU KPUTUYECCKON
CUTyallud OOpaTUTHCS 32 COBETOM. A TaKkKe NPUHATH y4acTHE B KOHKYPCAaxX M CTaTh CAMBIM
U(PPOBBIM TPAKIAHUHOM !

HUHCTPYKIUA IJI OBYUYAIOIINXCSI Ob HH®OPMAIIMOHHOM
BE3OIIACHOCTH

HEJIb341

1.  Bcem moapsa cooOmarh CBOK YacTHYH HWHMOpManuio (HACTOSAIIUNE WM,
damunuro, TenedoH, aipec, HOMep IIKOJIbI, a Takke poTorpaduu CBOU, CBOCH CEMbH H IPYy3€ii);

2. OTKpbIBaTh BIOKEHHBIE (hAIIIbI AIEKTPOHHOM MOYTHI, KOT1a HE 3HACIH OTIIPABUTEIIS,;

3. I'pyOuts, mpuaupaThCsi, OKa3bIBaTh AaBJICHHUE - BECTH Ce0s1 HEBEXKIIUBO U arPECCUBHO;

4. He pacrnopspkaiicst AeHbramMu TBOEH ceMbu 0€3 pa3pelleHHs] CTapIliuX - BCEraa
CIpAIIMBANPOAUTENCH;

5. He Bctpeuaiics ¢ HTepHET-3HAKOMBIMU B PEaJIbHOM XU3HU - IMOCOBETYICS CO
B3POCJIBIM,KOTOPOMY JOBEPSELIb.

OCTOPO’KHO

1. He Bce mumyt npaBay. Yutaems o cebe HenpaBay B MHTepHeTe - cooluiu 06
TOM CBOMMPOJUTENSM WU ONEKYHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UrpaTh, 0OMEHUBATHCS - IPOBEPb, HET JIU 110/IBOXA;

3. Hesakonnoe xonupoBaHue ¢aiiioB B THTEpHETE - BOPOBCTBO;

4.  Bcernaa paccka3blBail B3pOCIIbIM O Ipo0IeMax B CETH - OHU BCET/1a IOMOT'YT;

5. MHcnonb3yii HacTpolku 0€30IaCHOCTU M IPUBATHOCTH, YTOOBI HE MOTEPSTH CBOU
AKKayHTBIB COLICETSIX U APYTUX MOpTajax.

MOXHO

1. VBaxail qpyrux nosnb3oBarenei;

2. Tlomp3yembest UHTEpHET-UCTOYHUKOM - JIeNIail CCBIIKY Ha HETO;

3. OTkpbIBaii TONBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4.  OOmarbcd 3a MOMOIIBIO B3pOCIBIM - POAMTENH, OMEKYHbI M aJMUHHUCTpALUs
CalTOB BCErIAIIOMOTIYT;

5. Ilpoitnm oOyuenune Ha caiite "CeTeBHYOK" U MOJIy4d TAcropT UU(POBOTO
rpaxxaaHuHa!



